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Paolo Passeri, Alfista e Cyber Intelligence Principal di
Netskope, € un professionista di sicurezza informatica con
oltre 20 anni di esperienza

| campi di interesse includono la sicurezza delle applicazioni
cloud, ed il rilevamento del malware avanzato.

' Paolo € anche un blogger: nel suo tempo libero, oltre alla
corsa e - alla bicicletta, gestisce il - suo blog
personale, . considerato una fonte
primaria di dati e tendenze nel panorama delle minacce
informatiche
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http://hackmageddon.com/

Alcune |nforma2|on| suI nostro Cloud Report
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'DEL I_\/IALWARE E
 DISTRIBUITO DA :
- 'APPLICAZIONI .

- CLOUD:

66% i

DI QUESTO MALWA " ‘~ ig B | 1. Google Drive

2. One Drive

DS TRAFFICO WEB .
CORPORATE E RELATIVO
- ADATTIVITA CLOUD
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Cloud Threat Landscape
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COVID-19
Pandemic
Declaration

Remote work over time
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https://www.netskope.com/blog/how-has-remote-work-changed-after-1-year-of-the-covid-19-pandemic

La Kill Chain nell’Era del Cloud

ERRORI DI CONFIGURAZIONE HYBRID THREATS
DATI ESPOSTI EMAIL
CLOUD API SITI COMPROMESSI

N
’%

EPEDID D
°§

CLOUD PHISHING TRAFFICO IN WHITELIST
CLOUD MALWARE

ACCOUNT COMPROMESSi
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MOVIMENTO LATERALE
NEL CLOUD

COMANDO E CONTROLLO
NELCLOUD




La Kill Chain nell’Era del Cloud

MONTHS/DAYS/WEEKS MINUTES/SECONDS MONTHS
r 1

TARGETED ATTACK OPPPORTUNISTIC ATTACK TARGETED ATTACK
r

¢ % e
© o ©
o o

—_
INFRASTRUCTURE NETWORK ENDPOINT NETWORK CLOUD
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Hyobrid Threat (Web) e

I L’utente Si connette ad una paglna
compromessa :
- 2. La pagina compromessa redirige -
I'utente verso una exploit klt
! Iand/ng page

“ 3. EK Iand/ng page |n|etta |I
payload malevolo

4. Il payload malevolo Si connette
verso un server di comando e Sas
controllo in una appllca i
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Hybrid Threat (Email) —~ {ms

1. L'utente riceve una mail con un
- link malevolo

2. L'utente apre I’aIIe‘gafo

3. L'allegato malevolo, quando
' eSegUito, scarica il payload di
fase due da un servizio cloud (per
esempio GuLoader)

Una volta i‘nstallato il malware si

connette ad un dominio sotto |I
~ controllo degli attaccant| o

(Comando e Controllo ) da cui
 riceve istruzio ni.ie



d\ ﬂetSI(Ope Why Netskope  Products & Services  Solutions  Resources = Company

Threat Labs —> Netskope Threat Coverage: GuLoader

RAY CANZANESE ‘ f

Netskope Threat Coverage: GuLoader

Summary

Guloader is a sophisticated malware downloader that stores its payloads in Google Drive and Microsoft OneDrive. In
addition to using popular cloud apps to evade network-based detection, it uses anti-VM techniques to evade sandbox

analysis. 2021 © Netskope Confidential. All rights reserved.



Un esempio: GuLoader

'L’allega_to e'in realta

un malware dropper :
: B GulLoader scarica un
—— chiamasto GulLoader . ;
3 - payload crittografato
Latest updates on coronavirus disease outbreak - da Googlee Dr|Ve’ IO
o decritta e lo esegue

- n

MyHealthexe

Il payload € un trojan

' : . : chiamato Formbook
B n’ "

0 t:t:;'éi;zen\tlg ggr?té?grlwfeon e Formbook & in grado di sottrarre
istruzioni berafraa dati sensibili come la clipboard ei
P dati di navigazione. '

pandemia

N nets |<ope 2021 © Netskope Confidential. All rights reserved.
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Cloudl?hishing |

1. Lutente riceve una mail con un
link malevolo

2. Lutente clicca sul link malevolo e

: viene rediretto verso una pagina
di login ospitata su un servizio
cloud :

3. L'utente inserisce le credenziali

. RS,

A7 netskog

'U's,er: John Doe

Password: MyP4sswOrd!

T,
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Malware delivery: Cloud vs Web : : . Malware delivery: Malicious Office Docs
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NMuitiple
Targets

Single Individuals

Multiple targets Unpatched servers in
in Brazi! free tiers of
cloud computing platforms

hreats

Government officials,

student grou;;

and security forces Unpatched servers in
free tiers of

cloud computng platforms

Multipte
Targets
Latin American Users of OWA and Governments
countries f in Middle East
Multiple GitHub servers Bloomberg users
Unpatched sefvers in
free tiers of
Multiple,  Multiple cloud computing platforms
Targets Targets
Single Individuals | Multiple Targets Governénents
> < U.S. Taxpayers Android users in India in Middle East
Unpatched sekvers in
Multiple Multiple free tiers of
Targets Targets Mult: le targets in Multigle Targets cloud computing platforms Microsoft 3
‘ ‘ ifferent campaigns Android Users. MobiKwik Multiple targets a Electronic Arts
Multiple Multiple l E-Cdmmerce H ! Unknown Aerospace and travep Emplc s and cor
Targets Targets MeetMindful N/A websites Single Individuals Avianis Multiple targets Entity ec Windows Kubernetes containers Multiple Targets working in defence
ar may i
& £ -3 £ i y 3 3 [3 s 3 3 & (K e ] L) ) £ 3 - 03 03 £ 3 3
B B o o Cas 1) o ¢ E— L 6[ am— o= — Tor T g T 0 L) ™ o) "
Multiple Multiple Pixir sclosed Multiple Multiple Targets. Android Users Multiple Targets Upstox Mulltiple Targets  Banking users 20/20 Eye Care Network Governments Multiple Targets
Targets Targets Organization Targets in Brazil 20/20 Hearing Care Network in Middle East

: > @
- Ticketcounter Multiple Targets Multiple targets Multiple targets 0

Multiple *  Multiple Latin American allet and MetaMask Kubernetes clusters Afghan National Security Council
Targets .+ Targets countries . o wallets
.uvi Political Opponent @

in Palestine Muliple Targets

g

Multiple Targets

SII’\%]E Individuals Multiple Unpatched sefvers in

of OW, E
. int Targets ) ’ i free tiers of
. cloud computing platforms
@ Atlassian BitBucket {T

Multiple GitHub servers Multiple Targets

S04 =
MacOS endpoints @ #;g.:t;‘h(’cgqsmvr:v-; in
cloud computing platforms
\p I<O e rofessionals in the
p 2021 © Netskbﬁé’C‘dnf’dentlal All rights reserved.
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Perché i servizi cloud sono cosi attraenti? e

' HOSTING SEMPLIFICATO  ~ * TRAFFICO INWHITELIST - MANCANZA DI CONTESTO
B WWW...
NIENTE ISPEZIONE SSL/TLS

A netskog
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Attenzione ai dettagll... - ]
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i alparticolare fuori posto...

(0]
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" ‘ . r) ' CYBER ACT
LinkedIn su Google Forms® | e

Linked

Sign in your LinkedIn account below now
to complete the verification action
immediately

Stay updated on your professional world
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La tempesta perfetta

CVE-2021-31207

CVE-2021-20021
CVE-2021-20022 CVE-2020-2021

CVE-2021-34473

CVE-2019-5544 CVE-2020-5135 CVE-2021-21972 CVE-2021-34523

CYBER ACT
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IE

2019

CVE-2021-22005
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La tempesta perfetta(2) b=

Vendor CVE Type
A "M-ebiilfetron‘ CVE 2020-15505 RCE
Microsoft ' 7.
Atlassian :
Drupal \
Telerik -
Microsoft o<

oft CVEA2020-1472 }

ohitinely Exploited CVES in 2020 (allarme AA21-209A)

Je)
o netsko pe 2021 © Netskope Confidential. All rights reserved. 23



CYBER ACT

Threat Intelligence

‘ 8 Average Cost to Buy Access to a
Compromised Company: $1,000

‘ O n S e g u e n Ze DARKReading  Thee&dge Sections®  Events®  Resources®  Connect
==

ercriminal

»
Robert Lemos

ontributing Writer

= threat[post] couwssecwity Maware  Vutnerabitiies

InfoSec Insiders  Podcasts

BLEEPINGCOMPUTER fee CEEm 2N Sl

Pioneer Kitten APT Sells Corporate
Network Access

NEWS ~ - GUIDES ~

Top exploits used by ransomware gangs are
VPN bugs, but RDP still reigns supreme

US govt: China-sponsored hackers targeting Exchange, Citrix, F5
flaws
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Servizi espost

15432

4966 (100.0%)

(87.5%)

1054
(16.0%)

0
X (0.0%)

Public All Ports Public All Ports Public All Ports

Secondo il Netskope Cloud and Threat Rebort di Luglio 2021, piu del 35% dei workload sono esposti su internet, con AWS,
Azure. e GCP.
RDP, un vettore di accesso piuttosto diffuso, e’ esposto nell’8.3% dei casi.

&N netskope 2021 © Netskope Confidential. All rights reserved.
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AWS Public Compute Instances: Remote Access GCP Public Compute Instances: Remote Access Azure Public Compute Instances: Remote Access
6597 5675
(100.0%) (100.0%)

1
(0.006%)

RDP
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https://www.netskope.com/blog/its-all-about-access-remote-access-statistics-for-public-cloud-workloads
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ECOSYSTEM
INTEGRATIONS

SSO/IAM

EDR/SIEM/SOAR

Single console for S ity Mi : SD-WAN/MDM
all services ecurity Microservices

: Threat Intel Sharing
Adaptive Access Control Data Protection
And more...
SSL/TLS inspection Threat Protection API/JSON Decoding

NewEdge Private Cloud Network

ENTERPRI
|
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Useful Resources

Tighten Up Your Strategy: Evaluating the
Loakiness of a Cloud App

Netskope‘ Threat
Labs Blog

Netskope Threat
Labs Reports

&N netskope
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Cloud and
Threat Report
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Netskope Cloud
and Threat Report -

Netskope Threat
Protection
‘Datasheet
Netskope Threat ;
Protection
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Questions?




