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Dark what?

Surface Web

Indexed content (50 billion pages).
Can be found with traditional search engines

and accessed with traditional browsers

Deep Web
Unindexed content (96-99% entire internet).

Cannot be found with traditional search engines.

Dark Web

Intentionally hidden content.
Can be accessed with special software.

1-4% of the entire internet

Networks
friend-to-friend, Tor, Freenet,

12P, Riffle, Netsukuku

*  https://www.csoonline.com/article/3249765 /whatisthe-dark-web-how-to-access-ittand-what-youll-find.htm|

= hitps://siteefy.com/how-many-websites-are-there/

»  http://netsukuku.freaknet.org/
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http://netsukuku.freaknet.org/
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-~ How to start?

https://www.torproject.org/download/

https://geti2p.net/it/ Iz o ..

The Riffle Project

= __ = https://qithub.com/kwonalbert/<riffle
= E https://people.csail.mit.edu/devadas/pubs/riffle.pdf

https://freenetproject.org/pages/download.html

FREENET

#WEINNOVATE
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How to TOR network work
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Tor Network

Encrypted by Tor
Not Encrypted by Tor

H#WEINNOVATE
Image from: https://ourcodeworld.com/articles/read /953 /how-to-route-all-the-machine-traffic-through-tor-in-kali-linux WﬂnTHpHDENYX
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Look for sources — hidden services directories

C  © zgktiwiuavvvqqtdybvgvi7tyodhjlSxgfuvpdfbotjiycgwgbym?2gad.onion/wiki/Main_Page

main page | | discussion view source | | history
The Hidden Wiki  \jain page
Welcome to The Hidden Wiki! Our official Hidden Wiki v3 url in 2021 is: http:/izqktiwi qqtdybvgvi7tyodhjl5xgfuvpdfotjiycgwgbym2qad.onion &
Add it to bookmarks and spread it!!!!
navigation, Attention: Tor clients will stop supporting v2 onion d ins from October 15th. Please use our v3 domain from now on, and if you link the v2 address of the Hidden Wiki on your site, we kindly ask
= Main page

you to update it to our v3 address. Thank you!
= Recent changes

= Random page
= Rules of the site
Editor's picks

search

Pick a random page from the article index and replace one of these slots with it:

Go 1. The Matrix - Very nice to read.
— 2. How to Exit the Matrix - Learn how to Protect yourself and your rights, online and off.
3. Verifying PGP signatures - A short and simple how-to guide.
tools 4. In Praise Of Hawala - Anonymous informal value transfer system.
= What links here 5. Terrific Strategies To Apply A Social media Marketing Approach - Great tips for the internet marketer
= Related changes
» Special pages Volunteer
= Printable version
= Permanent fink Here are the six different things that you can help us out with:
= Page information 1. Plunder other hidden service lists for links and place them here!

2. File the SnapBBSIndex links wherever they go

3. Set external links to HTTPS where available, good certificate, and same content.
4. Care to start recording onionland's history? Check out Onionland's Museum.

5. Perform Dead Services Duties

6. Remove CP shitness.

Introduction Points

= Ahmia.fit? - Cleamet search engine for Tor Hidden Services.

= DuckDuckGof# - A Hidden Service that searches the clearnet.

= Torlinks & - TorLinks is a moderated replacement for The Hidden Wiki.

= Torch@ - Tor Search Engine. Claims to index around 1.1 Million pages.

= OnionLinks & - A good link collection, calls itself the Hidden Wiki mirror.

= The Hidden Wiki? - A mirror of the Hidden Wiki. 2 days old users can edit the main page. [redirect]

= Not Evil& is a Tor search engine which only indexes hidden services on Tor.

= Self-defense Surveillance Guide Tips, Tools and How-tos for Safer Online Communications (clearnet).

Financial Services

Currencies, banks, money markets, clearing houses, exchangers:

= The Green Machine! & Forum type marketplace with some of the oldest and most experienced vendors around. Get your paypals, CCs, etc.

B|-% 0« & =

create account log in

Contents [hide]
1 Editor’s picks
2 Volunteer
3 Introduction Points
4 Financial Services
5 Commercial Services
6 Domain Services
7 Anonymity & Security
8 Darknet versions of popular sites
9 Blogs / Essays / Wikis
10 Email / Messaging
11 Social Networks
12 Forums /Boards / Chans
13 Whistleblowing
14 HIPIAWNIC
15 Hosting, website developing
16 File Uploaders
17 Audio - Music/ Streams
18 Video - Movies / TV
19 Books
20 Drugs
21 Erofica
21.1 Noncommercial (E)
21.2 Commercial (E)
Uncategorized
Non-English
23.1 Belarussian / benopycckuit
23.2 Finnish / Suomi
23.3 French/Francais
23.4 German /Deutsch
23.5 Greek / Anvika
23.6 Htalian/ ltaliano
237 Japanese / B&R
23.8 Korean/=20{
239 Chinese / PEIFE
23.10 Polish/Polski
23.11 Russian / Pycckuit
23.12 Spanish / Espaiiol
23.13 Portuguese / Portugués

714 Cuuindink L Sunnaln

2
2

w N
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- Look for sources - Twitter

Y

() (hxxp:// OR http://) [.] AND url:onion

= The Twitter Dork to use is:

(hxxp:// OR http://)[.] AND url:onion

#WEINNOVATE

L
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dorOn
" @dorOn1

@infosec ransomware gangs:

Dopple:
http://hpoo4dosa3x4ognfxpqcrjwnsigvsim7k...wad.oni
on/

Maze: ...
o3vsrpyaxnclyohkbfp3h277ap4tiad.onion/archive
AKO:
http://37rckgo66iydpvgpwverb2el5q2zhjw4t...oqd.oni
on/

Ragnar: p6o/m73ujalhgkiv.onion

Nefilim: hxt254aygrsziejn.onion

Clop: ekbgzchl6x2ias37.onion

1:39 PM - 24 set 2020 - Twitter Web App
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- Look for sources - Google

= The Google Dork to use is:

(site:onion.ly |
site:onion.link|
site:onion.cab |
site:tor2web.org|
site:onion.sh |
site:tor2web fi|

site:onion.direct)

#WEINNOVATE
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Google

(site:onion.link | site:onion.cab | site:tor2web.org | site:onion.sh | site:tor2web.fi | si X Q

Q Al @ Images @& News  Shopping  Maps i More Tools

About 5,780 results (0.14 seconds)

https:/ithedwffdwtwlcsp4rgbbcjhvixmbz7q7g57sphyebt3sd6enjlkuwigd.onion_sh
The #1 Deep Web Resource: Home - DeepWebFeed

DeepWebFeed contains links to the best Darknet Markets, covers topics and news related to
Tor, Deep Web, Darknet Markets and Internet Privacy in general.

https://nskoor3njvsréqux.onion.sh

WESTERN UNION | PAYPAL: SHOP CARD | CLONED CARDS

Buy credit card balance, shop cloned debit cards.

http://ahxhesxwa3z2igue.onion.sh

Venus Market
Market, Marketplace, Drugs, Cannabis, Cocaine, Weed, Hash, Kush, Ecstasy, XTC, Mdma,
Methadone, Heroin, Lsd, DMT, CC, CVV, Banks, Xanax, Weapons, iphone.

https://me6juzsbhkt5244k.onion.sh
Starcom Electronics — Nothing Said, Nothing Heard

Jul 19, 2021 — | cannot wait until The Idoim@sters Starlit Starlit season comes out. Now if only

Bandai Namco would remove the region block from the Steam ...

https://blackhost5xIrhev.onion.sh

BlackHost

BlackHost is a small website focused on technology and security, offering open source

programs and free anonymous services available also on the dark side ...

WURTHPHOENIX
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Look for sources - Telegram

len Links
RANION (RaaS) | FUD Ransomware

Category: Hacking

i
RANION (RaaS) | FUD Ransomware
AAAANAANAY

Hidden Links
Brians Club

Category: Carding

M

BRIAN'S CLUB - BIGGEST SHOP OF FRESH DUMPS & CVV2 CARDS.
DAILY UPDATE'S

AV

Hidden Links
NamasteLSD Private Shop

Category: Catalogue

1

Insane deals and new products. Dont miss out on it! [Speed, LSD,
MDMA, KETA]

AAAARARANAY

R et 4

Assassination Network -
Hitman for Hire

Category: Hitman

s

Assassination Network -
Hitman for Hire
ALTAANAAANNY

H#WEINNOVATE
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PARENTAL

ADVISORY

EXPLICIT CONTENT

WURTHPHOENIX



oanl
Look for sources - Data Scraping

Goals:

= automate login to a
forum

= browse posts

= interact with them
B (to unlock content)

= search using keywords

H#WEINNOVATE
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-~ Look for sources - Cyber Criminals Forum

& > G © ramp4uSizaxx75vmtenk5SxfrsSmrmtokzszgxhhkiglk 7pbwykaz 7zid.onion

w % O« =

%RAMP Bce neHtol  RAMP WMo n MO PuiHok  Bonpocsl Odpcpron  Apbutp: > [EESMERHEV]

Orange 19 Agrycta 2021 8 16:31
AgmuHucTparop

Cobalt Strike 4.4 (Licensed),
Original/Licensed CS 4.4

(@ AxTuBHOCTS: johndoe B 11 CenTAGpA 2021 B 05:33

johndoe 22 Aerycta 2021 B 08:53
Monb3oBarens

3anartyeHble BamaHble 10k fortiNet
JIMYHBIM apXMBOM Ha YCMOTpPEHME MogepaTopa

(@ AxTuBHOCTS: johndoe B 11 CenTaGpn 2021 8 05:27

MM 999 31 Asrycra 2021 B 06:19
Mogeparop

OTKpbITUE dhopyma! nogapku!

B YeCTb OTKPbITUA (hOpyMa KaK U NoNoraeTca BblAaeM Nofjapku-a YTo 310 3a Nofapku, nogymas

(@ AxTusHocTb: Orange 8 11 CenTaGpA 2021 & 04:31

)
999 18 Asrycta 2021 8 01:10
Mogeparop

HosocTn o Ramp
MNapaHoupansHoe unn PR, camu peluaiite

(U AxtusHocTb: Orange 8 11 CentaGpa 2021 8 04:21

#WEINNOVATE
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devils

@ devils

7

i o

_g Vishka
wy
@ KAJIT
Vnpouno
Mafia
@ KAJIT

PbiHOK — flot E Arbuz00

@ Arbuz00

 Vishka
”?

« Orserute

“* segvec
http://xingnewjém4gqytljhfwemngm7r7rogrindbq7wrfeepejgxc3bwci7qd. onion/

« Orseruts

 devils
Ara, 3T0T ecTb. Ho Tam He CNMCaTbCA C HUMW, He Halen no kpaiiHelt mepe

* devils
Y HUX caifT ynan

« Orserute

“ segvec
NUWWK Ye NepeaaThb XOLW. Nepegam. OHI He WAYT Ha KOHTaKT 0CO60. 3akpbiTas rpynna

« Orserute

What is your favorite way to disable AV's as a Domain Admin.

« Mafia
if its hasnt passwords just click on some buttons as DA lol

KaK fjena cyuku

~ Orserute

« Mafia
depends which av

~ Orserure

Hanuwwte coobuienue. [lna otnpasku Haxmute Enter @

Ot

WURTHPHOENIX
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Interact with cyber criminals

+& Follow member ¥ Message
Paid registration

INED MEMBREL 3 LAST VISITED

February 21 114359 1 hour ago

LockBitSupp

AOMUHKUCTPATOP

(» AYESHA PRAKASH VP Global L 0 C K B l T

Peructpayus: 2021-08-15 14:28:48
MocnepgHwit oHnaiin: CkpbiTo
Co3pgaHo ny6nukaymii: 15

OcrtaBneHHo KoMMmeHTapues: 47
OteetoB Ha Bonpocsi: 1
Penyrayus: 1

INEL

KAJIT

Mopepatop

@ flipping_bits_as_a_service

Peructpayusa: 2021-08-14 17:29:04
MocnepHwuii oHnaiti: CkpbiTo

Co3apaHo ny6nukaumii: 1

OcrtaBneHHo kKomMmeHTapues: 15
OTeeToB Ha Bonpockl: 2

#WEINNOVATE Penyrauus: 1

© Wiirth Phoenix

March 8 114846

KAJIT

(L2) cache
Peructpauus: 02.02.2021

MocneaHss aKTMBHOCTL: 18 MUH. Has3ap

Coobwexusn

369

MoanucatecA =~ +Burdop = HauaTe nepenucky | Haiu

r’% +& Follow member % Message
Orange R Seller

LAST VISITEI

May 20

WURTHPHOENIX
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Look for sources — Recursive research

Look for records found within other sources. In this way you will be able to obtain:
= other useful sources within which to search in the future

= elements that will allow you to enrich the records already found

(username, email, ip, geographic coordinates, hostnames, domains...)

= other potentially interesting things ©

H#WEINNOVATE
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Sources - how to start

3 fastfire / deepdarkCTI DUnwatch v 40 | ¢ Star | 263 9 F 63
deepdarkCTI project
(https: //qithub.com/fasttire /deepdark CTl)

Go to file Add file ~ Code ~ About

Collection of Cyber Threat Intelligence - Ove r 4 O O S O U rces !

}3 fastfire Add Pathfinder 7 4r O 306 t sources from the deep and dark web

[ LICENSE

[0 README.md

git clone
https://qithub.com/fastfire/deepdarkCTl. git

Releases

make a PR for a new source and join
Telegram channel!

Packages

3 telegram.md
Contributors 17

- R CRRL L§-
README.md :{’ * @
Sy

deepdarkCTI

3 twitter.md

Collection of Cyber Threat Intelligence sources from the Deep and Dark Web

H#WEINNOVATE
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https://github.com/fastfire/deepdarkCTI
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Comparison of the web sites

[ usrien

New contacts

ntact us through the email provided by us

Updates of data storage rules

Dear companies, now we store your data on our tor servers

We recommend paying ransom, otherwise your data will be downloaded by competitors or hackers,

Now our blog has

~“navbar navbar-expand-nd navbar-dark bg-black-2s*>
- collapse collapse W-100 order-1 order-ad-o dual-collapse2">

Atomsilo Ransomware

Sep 18, 00:00

We do not attack:

Sep 18, 00:00

If your compan

« Hospitals
« Critical infrastructure facilit
facilities).

« Educational unit
« Non-profit companie:

on that s

We are a team that unites people according to one common intel

We provide the best
We rely on hon

We never attack the company

LSt ntn1"List Leake/as

>Atonsilo</span>

ontacthoda

<ns class="nb-0 loat-rignt">
o0
/s>

ns class="nb-0">
New contacts
</t

<43y class="card-body’
el Contact us through the enail provided by us.</p>

der™>
‘<h5 class="nb-0 Tloat-rignt">
Sep 15, 00:00
</hs>
<ns class=
Gpates of data storage rules
</ns>
/a1

<01y class="card-body™>
<pDear conpanies, now We Store your data on our tor servers.

Togo™ height

a-toggle="nodal" data-target="scontact

etp:/ransomirat sy 4 sovaEnTo Flasy 08 QUi ontOSTEXJE oy onion'
rin-top; -16px; margin-right: 10p;" alt e

1">Fuck u</a> o>

e recoamend paying ransom, ohoruise your Gata will bo Goloaded by comatitars or ackers

<orotow our blog has -5,000 visits per

</p>
</iv
/a1

er plants, power plants

us for free decryption,

About us

ater treatment

nd partners compared to our competitol

in our dealings with our victims

and always fulfill our oblig

ations
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[ rormeon |

@ LA MARTINIQUAISE.COM

DATA SIZE

Data contains:
anking

- Details of agreemen
ontr

- Intemal com

- Customers files

- Customers Data

PUBLISHED

EQUITY TRANSPORTATION

@ soumvicinro

DATA SIZE

contains
Accounting

“HR

- Billing

PUBLISHED

®) BlackMatter Ransomware

BCP Securities
[Co==| @ {scpsecuriTiEs.com

DATA SIZE

Trading operations, brokerage accounts and data.

-Banking
- Details
ntrac
- Intemal company docs
Customers fil

PUBLISHED

Actief-Jobmade

@ ACTIEF-J0BMADE AT

DATA SIZE

Data contains:

-Banking

- Details of agr

Contrag

- Intemal compan
c sfiles

PUBLISHED

avbar navoarexpanc-ud naviar-dark by black
Coilapss caliapse w100 ordar-1 order-ad-o dual-c

-outline-Light btn-sn" href="/for media’

s style=rmargin-top
ooy nalq«ma;marter'/

i otass mayoar collapse coliapso w300 orcer3 dualcollapsez'>
<l class=navtar - =12
Ciasse"nav-ite
Cassorbin b

pse2">

For media</ax

16p; margin-rignt: 109" alt="Logo">

i btn-sa" href=

<a1v 16="page>

osts®><div clas
ard card-post by-black-25">

<div id="o" class
div cla

1
<div clas

<div class="d-Flox">
<div style="height: 123px; width: 123px;display: table;" clas
<div style=“display: table-cell;

/a1

Container-Fluid mt-3"<diy class="rou"><div class="col-post col-4 mb-3" data-k

sty text
upload/post-514saatoedsa.png” class<logo-preview” alt

data. - data-target= use/a>

'bg-black-25 text-center”>
“alion: center; vertical-align: middle;®>

<Gy Stylesnuioth: calc(i006 - 34091); margin-Loft: 20pc; height: 00pc" class=">

*toxt-lofte

T
</t

" title="ia ia

<div class="text-left™>

<am

sartiniaueisosconr* ¢

la-martiniquatse
/1

0-black-25 w-160 AL-3 p-2 text-center™>

"d-Flex font-weight-bold">
der-rignt™>

30 68 /o1

1m0 sre="/1n0/ueb.png" helg
class="btn bin-outline- Hione bin-sm p-1 btn-sitet stylestborder-style: dashed;* targot:

CONTACT US.

CasagrandeGloup
G mowronte

DATA SIZE

Data contains

ral company
PUBLISHED

Pramer Baustoffe GmbH

— @ PRAVER AT

DATA SIZE

Data contains
- Banking

PUBLISHED

- O %

blank* rel=noreferrer®s

WURTHPHOENIX
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Let’s analyze the surface!

Activate a communication channel:

socat TCP4-LISTEN:8080,reuseaddr,fork
SOCKS4A:127.0.0.1:qty3gmig3zhs7whorladynvmndppmn5rgcuvsltgz7xl
6xnxdxtp6zgd.onion:80,socksport=9050
= Perform a scan with nmap:
sudo docker run --rm -it milesrichardson/onion-nmap -p 80,443
gty3gmiq3zhs7whorladynvmndppmn5rgcuvsltgz7xI6xnxdxtp6zqd.onion
= Perform a scan with nikto:
nikto -h 127.0.0.1:8080
= Perform a scan with dirb:
dirb http://127.0.0.1:8080 /usr/share/dirb/wordlists/common.txt
I_#WEINNOVATE
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TBABKALCRRS %, BEE
Arertip b, EERAFRIA
AR, MEFRE, BRHT, |

HERNBRSFI - BR

HEENTRS FAL - Another
Mastodon

EES

XE)IH

RSSi7i)

o
N

Target Site: qty3gmiq3zhs7whorladynvmndppmnSrgcuvsltgz7xléxnxdxtpézqd.onion

WAL IR L 2 HIBERE Web fRS328 - TLS #1 HTTPS

5F 2021509817H (Fri), BF Security 5%,

|~ XRUSTEAT? ~

FIBE. (87) MRF BEfEEE Mozilla
Infosec BUERIEBBINABRELT .

HTTPS #1 TLS BIREHAXA?

HTTPS HSRAREIE SSL/TLS B HTTP Hl, F5EE SSL 3.0 B7£ 2015 FHERT, WEESERARTIS T. (EATLSLOA
1.1 197 2020 FREF THZ. )

B HTTPS SESINEFMCIRAVEIE. EFHITRENRIEIENRERY, MRIRBF RIS BMIGHTEE. FRSAREET
N EBRNRSBRMEN. UREANBEBIEZHFANERZH HTTP BTN -

Google #Y FLoC B MEFRETNR ER

5F 2021404521H (Wed), EF Translation 93,

ENFEEFAIBEESS (Electronic Frontier Foundation) DeeplLink BLog ] Google’ s FLoC Is a Terrible Idea :
https://www.eff. links/2021 les-floc-terrible-idea , R Bennett Cypherso
EFF WISHIABLAIRIAE B 4.0 iR, AiEscthilit.

202144 B 9 BiBiE: HFHET—1E% "Am | FLoCed" BIRLS, MISXHTER Google Chrome HIREMNE, HrAIMKREELER
B “HEl R

WURTHPHOENIX
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-~ Correlation - Favicon

= Get the favicon.ico:
wget 127.0.0.1:8080/favicon.ico

= Calculate md5:

md5sum favicon.ico
b2eed4b1225b189eb34a73b833f4ccOc4 favicon.ico

#WEINNOVATE

© Wiirth Phoenix

& AFRNHERS FAL b+

<«

C ©q

()

+0O

TERRRANREG M, BHR
SRt t, BERATRIA
oA, MR, RHT, 1

HEZNBERSFIL-BR

HEFEMFIRS FAL - Another

Mastodon

XEH

RSS T
ane

kA&

onion it O % v =

Chromium 0SZGoogle Chrome OSHIFFRGEMRISH & hRas. B20094118198FF44, Chrome OSEAChromium OSHBFEEATR
HFRRRR, HESTEBSDENFHTMEMRALRS, HilEESRESASBKNENALENNEF—MUE. HEER
LHIRIERS.

A% EChromium OSBEE AR SR LLinuxiZ LA ERUbuntu 4. 1004 |, THEERAANNRHFEEEASNZEMAGentoo
LinuxfiiPortage. {BRIM7ESFF ERRS4FIE T Gentoo Linux B Portage MIRIT4ZHRAVNFHIL GNU/Linux IBIERS, X4
RYAGH5 Gentoo Linux .

Wikipedia: Chromium 0S

WARER
c (o]

@ chrome 8 @ GlowingBear W Notes W ZeroNet WM Archiveiis

Google

Q7 Google LiR%, MEWMN—TFILL

us | w 01851

WURTHPHOENIX

Target Site: qty3gmigq3zhs7whorla4ynvmndppmnSrgcuvsligz7xléxnxdxtpézqd.onion
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Deanonymization - Shodan

109.74.204.67 | imtintin cxtaus forwea = & - cu AT 5B
P | ' ) = The Shodan Dork to use is:

// LAST UPDATE: 2021-09-26

T AT
SRE8 0 Greenwich Woolwich

@ General Information 5%, Open Ports n Onion” 'Onion Location
Hostnames li151-67.members.linode.com ﬂ
Doiriains LINODE.COM
//21/TCP 755911913 2621-09-23T 30.427424
Cloud Provider Linode
220 (vsFTPd 3.0.3)
) 530 Login incorrect.
Cloud Region gb-eng 530 Please login with USER and PASS.
211-Features:
i i UTF8
Country United Kingdom EPRT
EPSV
City London ';:ZJ
REST STREAM
Organization Linode, LLC Size
TVFS
211 End
ISP Linode, LLC

//80/TCP 4

-2077260913

ASN AS63949

Apache httpd 2449

HTTP/1.1 200 0K
Date: Fri, 24 Sep 2021 00:00:56 GMT
3 Server: Apache/2.4.49 (Ubuntu)
B8 Web Technologies Link: <http://cpctzzh3xzntqwz3.BEBA/wp-json/>; rel="https://api.w.org/"
Vary: Accept-Encoding
Transfer-Encoding: chunked
Content-Type: text/ntml; charset=UTF-8

MYSQL php PHP \{V WORDPRESS

#WEINNOVATE
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Deanonymization - Onionscan

H#WEINNOVATE
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Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
.onion
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmzé6fkocr5uh3omnn4utvspad.

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnn4utvspad

ERROR: invalid character '\x01' in string literal

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.

ERROR: Document ‘6780609544066090325° does not exist

Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
.onion

Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnn4utvspad
ERROR: Document '6728919694038192375  does not exist

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.

ERROR: Document "6007919213868696143  does not exist

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
.onion
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
.onion
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxdSpncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnn4utvspad

ERROR: Document '552484040957687669 does not exist

Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.

ERROR: Document "7646401588845709991° does not exist

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.

ERROR: Document '6358657606451057941° does not exist

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.

onion ---
onion ---
onion ---

onion

onion

onion
onion
onion

onion
onion

onion
onion
onion

onion
onion

onion
onion
onion
onion
onion
onion

onion
onion
onion

onion

onion

Updating opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnn4utvspad.onion
Updating opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmzé6fkocr5uh3omnn4utvspad.onion

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnn4utvspad.
Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.

onion -
onion -

Updating opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnn4utvspad.onion
Updating opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmzé6fkocr5uh3omnn4utvspad.onion
Updating opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.onion

Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
.onion ---
Inserting opnpnk6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.
Inserting opnpnké6eutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnndutvspad.

Inserting opnpnkéeutjiqy4ndpyvwxd5pncj2g2cmz6fkocr5uh3omnn4utvspad

Bad hash table - repair ASAP onionscandb/relationships/From/4

Updating opnpnk6eutjiqy4ndpyvwxdSpncj2g2cmz6fkocr5uh3omnndutvspad.onion --- snapshot ---> color@104.131.79.111 (email-address)

onion -
onion -
onion -

onion ---
onion ---

crawl ---
crawl ---
crawl ---
crawl
crawl

crawl

crawl
crawl
crawl
crawl

crawl
crawl

crawl
crawl
crawl
crawl
crawl
crawl
crawl
crawl
crawl
crawl
crawl
crawl
crawl

crawl
crawl
crawl

crawl

crawl ---

crawl ---> Connection:keep-alive (http-header)

crawl ---> Content-Type:text/html (http-header)

> Date:Fri, 17 Sep 2021 16:06:25 GMT (http-header)

crawl -> Etag:W/"6144bcae-7dbf" (http-header)

crawl ---> Last-Modified:Fri, 17 Sep 2021 16:05:02 GMT (http-header)
crawl ---> Permissions-Policy:interest-cohort=() (http-header)

crawl

> Date:Fri, 17 Sep 2021 16:06:22 GMT (http-header)
> Etag:W/"6144bcae-7763" (http-header)
> Buffer Overflow: Favorite Color CTF - OpenPunk (page-info)

3855969189461981531
8934515290638936746

4611400718388576497
6780609544066090325
9072649161537808435
1837182767186045209
4921400023897088956

6728919694038192375

(database-id)
(database-id)

(database-id)
(database-id)
(database-id)
(database-id)
(database-id)

(database-

464585910815582286 (database-id)

6007919213868696143
3473703075536695017
4189801834529524379
1381786744247061729
3053338413181571919
5619774672271116622
4911160317317534679
8763145465673913453
3224922909337500105
3957433045648308588
2590059260726512071

(database-id)
(database-id)
(database-id)
(database-id)
(database-id)
(database-id)
(database-id)
(database-id)
(database-id)
(database-id)
(database-id)

784414512145923700 (database-id)

7056359928523774603

(database-id)

552484040957687669 (database-id)

7646401588845709991
2512679369391491745
8464168621111885627

> 6358657606451057941

(database-id)
(database-id)
(database-id)

(database-id)

crawl ---> Server:nginx/1.18.0 (http-header)

crawl ---> Manipulating Embedded Lua VMs: Hooking lua_gettop - OpenPunk (page-info)

crawl ---> 4254937779146100202 (database-1id)

crawl -

> 4285379889134283913

(database-id)

crawl ---> 2564960793432640974 (database-id)
crawl ---> 2218702919604811966 (database-id)

snapshot ---> color@104.131.79.111 (email-address)

onionscan search for
headers, email, ip, server
status page...

(to scan tor v3 services
remember to fix this issue

https://github.com/s-
rah/onionscan/issues/162)

WURTHPHOENIX
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https://github.com/s-rah/onionscan

s8cau

Deanonymization - Server Status

<« G @ dikiriSjiruhxv7u.onion/server-status

Apache Server Status for djkiri5jiruhxv7u.onion (via 127.0.0.1)

2021/09/17 23: Updating djkiri5jiruhxv7u.onion --- mod_status ---> pendulum.kzin.johnnyware.net:80 (clearnet-link)
Updating djkiri5jiruhxv7u.onion --- mod_status ---> pendulum.kzin.johnnyware.net (clearnet-link) Server Version: Apache/2.4.46 (Ubuntu)
Inserting djkiri5jiruhxv7u.onion --- mod_status ---> 182.59.187.196</td><td>http/1.1 (ip) Server MPM: prefork
Updating djkiri5jiruhxv7u.onion --- mod_status ---> pendulum.kzin.johnnyware.net:80 (clearnet-link) Server B 2021:06:17T17:09:41
Updating djkiri5jiruhxv7u.onion --- mod_status ---> pendulum.kzin.johnnyware.net (clearnet-link)
Inserting djkiri5jiruhxv7u.oni - clearnetlink - //httpd.apache.org/docs/2.4/mod/mod_userdir.html (uri) Current Time: Tuesday, 21-Sep-2021 12:17:16 UTC
Inserting djkiri5jiruhxv7u.onti clearnetlink - /bugs.launchpad.net/ubuntu/+source/apache2 (uri) s:f;i[‘;"&‘:r@:nsgay's‘g:{:g;)2"0_251003256:29UTC
Inserting djkiri5jiruhxv7u.onti ssh ---> 8b:53:58:d3: C:92:4f:a7:58:61:0c:d9:74:39:4e (key-fingerprint) paremsg,ve,MPMQG'enera(,on;‘{g
Inserting djkiri5jiruhxv7u.onti ssh ---> SSH-2.0-OpenSSH_8.2p1 Ubuntu-4ubuntue.3 Server uptime: 49 days 8 hours 20 minutes 47 seconds
(software-banner) Server load: 1.29 1.38 1.50
2021/09/17 23:00:41 Insertv:.ng djkf.r:\Seruhxv?u. crawl Last-Modified:Sun, 31 Mar 2019 00:41:39 GMT (http-header) gﬂchc:gs::e:ﬁg‘zosllb?;iCTl'sz_"SC‘{2559":?_bgos?.lﬂ?é?ﬂolgzagzzmg
2021/09/17 23:00:41 Inserting djkiri5jiruhxv7u. crawl Server:Apache/2.4.46 (Ubuntu) (http-header) 100481 requests/sec - 15 B/second - 3136 Blrequest - 44.9812 ms/request
2021/09/17 23: Inserting djkiri5jiruhxv7u.onti crawl Vary:Accept-Encoding (http-header) 1 requests currently being processed, 7 idle workers
2021/09/17 23: Inserting djkiri5jiruhxv7u.onti crawl Accept-Ranges:bytes (http-header)
2021/09/17 23: Inserting djkiri5jiruhxv7u.onti crawl Content-Type:text/html (http-header)
2021/09/17 23: Inserting djkiri5jiruhxv7u.onti crawl Date:Fri, 17 Sep 2021 20:59:46 GMT (http-header)
2021/09/17 23: Inserting djkirisjiruhxv7u.oni crawl Etag:"2aa6-585592ac2e0e7-gzip" (http-header) Scoreboard Key: . . )
2021/09/17 23: Inserting djkirisjiruhxv7u.ont crawl Apache2 Ubuntu Default Page: It works (page-info) \A{:‘""(;T"gg"g;"l’;'lifioe'gpzlife‘a(;‘:;%;%uB,\Tgﬁgsuieq”es"
2021/09/17 23: Inserting djkiri5jiruhxv7u. crawl 1526509918387121164 (database-1id) losing connection, "L" Logging, "¢" Gracefully finishing,
2021/09/17 23: Inserting djkiri5jiruhxv7u.onti crawl 1122467626640935222 (database-id) “1" Idle cleanup of worker, "." Open slot with no current process
AR/ 22T Insert}ng qu}r}S]'}ruhxv7u‘ N e 1955767765639746762 (database }d) Srv PID Acc MCPU SS Req Dur Conn Child Slot Client Protocol VHost Request
2021/09/17 23: Insert}ng qu}r}Sq}ruthu. i crawl 4594266401287931334 (database-}d) 049 2082980 0/13/2496 W 0.01 0 0 34345 00 006 7.46127.001 hitp/1.1 G net80 GET satus HTTP/LL
AP By 2= Inserting djkirisjiruhxv7u.ont chanL SESAIPLEL AN (CEimee-id) 149 22378460/132202_ 00126 1 12762700 003 659127.001  htp/Ll Kkzin Net:80 GET fic logo.png HTTP/1.1
: 1 Inserting djkirisjiruhxv7u. crawl 6855277419408228227 (database-id) 249 20755050/36/2385_ 0.02 4220 0 61494 0.0 015 7.39176.214.43.170 htp/L.1 pendulumkzinjohnnyware.net80 GET /HTTP/LO
OnionScan Report - 349 2075596 0/14/1422 _ 0.01 3415 1 10970500 0.8 4.29127.0.0.1 http/1.1  pendulum.kzin johnnyware.net:80 GET / HTTP/1.1
Generating Report for: djkiri5jiruhxv7u.onion 449 2075597 0/14/1225_ 0.02 4384 0 113896 0.0 0.07 3.94178.159.37.182 http/L.1 pendulum.kzin johnnyware.net:80 GET / HTTP/L.0
549 27775280/L/785 _ 0.00 2605 0 68707 0.0 0.0 2.04107.189.14.98 http/L1 pendulum.kzinjohnnyware.net:80 GET /HTTP/L.1
Apache mod_status is enabled and accessible 6-48 - 0/0/660 . 0.00 44162 1200 88074 0.0 0.00 1.83107.189.31.252 http/L.1 pendulum.kzinjohnnyware.net:80 GET /config/getuser?index=0 HTTP/1.1
Why this is bad: An attacker can gain very valuable information from this internal status page including IP addresses, co-hosted serv 748 - 0/0/303 . 0.00 44162 588 10592 0.0 0.00 0.7066.249.65.55 http/L.1 pendulum.kzinjohnnyware.net:80 GET /robots.txt HTTP/1.1
To fix, disable mod_status or serve it on a different port than the configured hidden service. 848 - 0/0/220 . 0.00 44162 877 17119 0.0 0.0 0.5066.249.65.57 http/L.1 pendulum.kzinjohnnyware.net:80 GET /HTTP/L.1
944 - 0/07275 . 0.00 389835 0 96 0.0 0.0 0.68127.0.0.1 http/1.1  192.168.122.1:80 GET/HTTP/L.1
10-49 2075593 0/15/1535 _ 0.02 2528 1 10862800 0.08 5.25127.0.0.1 http/1.1  pendulum.kzin johnnyware.net:80 GET / HTTP/1.1
11-49 2075594 0/16/1851 _ 0.01 1358 0 69089 0.0 0.06 6.0834.219.140.108 hitp/L.1 pendulum.kzinjohnnyware.net:80 GET /HTTP/L.1
1244 - 0/0/1018 . 0.00 434183 0 22523 0.0 0.00 3.36:1 http/1.1  192.168.122.1:80 OPTIONS *HTTP/1.0
1344 - 0/0/116 . 0.00 389835 0 45 00 000 0.3066.249.6543 http/l.1 192.168.122.1:80 GET /HTTP/L.1
1nm ANMRE  A0N A40MRE A 29720 AN nnn NER127001 Rt/ 1 nandulim Lain inhamasar nat@0 GET HTTDA 1
host pendulum.kzin.johnnyware.net
L. b ) IP Address 123.243.224.217
pendulum.kzin.johnnyware.net is an alias for
johnnyware.net. Country &l Australia [AU] ©@
johnnyware.net has address 123.243.224.217
johnnyware.net mail is handled by 10 johnnyware.net. e N
L] City Ryde
H#WEINNOVATE _
[ Coordinates of City -33.816670, 151.100000 (33°49'0"S 151°5'60"E)
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Deanonymization - Exif Metadata

Found Identities
Items Identified:

xubin990510@gmail.com
youremail@example.com
/1/bio@swbiobot
Youesxampletcon

o
farseerfcgarchitnus/tu/rarseerre

root@localhost

root@192.168.1.1

room@domat.

shadowrz@disroot.org

aleixpolgkde.org

bourigaultfabien@gmall.com

jonno.conder@gmail.con

aur@aur.archlinux.org

git@github.con

hetnrichheduesseldorf.

.
root@192.

Medium Risk: Small number
why this is bad
To fix,
Items Identi

/images/A0SCC/2019/-1.3pg

/images /AOSCC/2019/8. Ipg

i 5CC/Day2/19.3pg
ROSCC/2019/4. 3P

/images/travel_on_hongkong/IMG_20190629_142434

of images with EXIF metadata were
EXIF metadata can itself deanonymize a user or servi
e-encode all images to strip EXIF and other metadat

discovered!

operator (e.g. GPS location, Name etc.). Or, when

ardom ghmeﬁ/cabmyt ipg

/images/travel_on_ho
/images/AO:

/images/AOSCC/Day2
/images/AO: ((/"019/0

/images/AOSCC/Day3/5.3pg
/images/AOSCC/Day1/1.3pg
/images/travel_on_hongkong/IMG_20190818_185147

pg
ngkong/MVIMG_20190818_185936.
P9

ipg

/images/travel_on_hongkong/IMG_20190622 135809. 369

/images/travel_on hongkunq/er 01907/ s
/images/A0SCC/Day3/16. 3
/images/travel_on

/images/t
/images/AOSCC/Day3/21.3pg

Google.

Reflective, Glossy, Pos Color
emennu Intent
pace Tlluntnant

g

honakong/IMG_20196818_164138 .- 1pg
ravel_on_hongkong/IMG_26190811_133029.3pg

Jeffrey's Image Metadata Viewer

ombined,

can be used to link anonymous identiti

-

TR T

pTT (—ﬁ"&v

o \‘w“ * AR
8 Trasportopubbico [ P parchoggio | Bt Farmacie | () Bancomat |
B -

22318047,114.160225 @ Attrazioni

St

i

o o o
Jeffrey Fricd!s Image Metadata Viewer il UL

(How touse)

URL:|
profile escription : i o
pyright + copyright () 2016 Google Inc.

edia White Point 0.95045 1 1.08905

: [Choose File | No fle chosen

Poweb ~

Non sono un fobot

ecAPTCHA

A o

ome of my othe
hoto Tec ‘

22°19'05.0"N 114°09'36.8"E

‘ 22318047, 114160225

extract)
-0.81704 - 0.01508 ¢

o extract)

Curve | b e (e e
Target file

, Huffran coding 5

Lens

Exposure:
Flash:
Focus:
Date:
151z 4’ 546037+08:

use -b option to extract)
Location:

File:

Color
Encoding

H#WEINNOVATE

EXIF

© Woirth Phoenix

This tool remains
something kind for a stranger.

h or perh

Karma by doing

me too much, A gif of thank y b ly not required. [ Send

asTean keepit

1 you have questions about this tool, please see the FAQ.

Basic Image Information

IMG_20190815_185147 g

Google Pixel 2
44mm

(Maxspeure £1.3) (shot wide open)

Auto exposure, Program AE. /125 sec, /1., 150 52
Off. Did not fire

At LSm, with a depth of field ofabuul Lim, (from about Sdem before the
focus point to about 10m after

August 18,2019 05147TPM (imesne ot i
(2 years, 30 days, 10 hours, 35 minutes, 13 Seconds sgo, ssuming image timezone of §
o thed of GMT)

22°19'5" Nors, 114°9' 30.8" kst
(22315047, 114.160225 )

Latitude/longitude:

i e coits Gl Yo, WA, OpsShop i o
o the Google Maps pane blon

Altitude: 5 meters (15 fect)

Camera Poiing: East

Timesone gues from eanbtoos org:  hours shead of GMT.
4,032 % 3,024 JPEG (12.2 m.«pm,y

2,908,843 bytes (2.8 megabyt

Embedded color profile: “sRGB”

Here's the full data:

} or per

Jériedl

displayed her

@9 Coneessin O, Oympic s, Kowlon

at 1% width ('/y, the arca of the original) Hong Kong

8596463 Tai Kok Tsui, Hong Kong

9, Aggiungi un luogo mancante
B, Aggiungila tua attivita

D Aggiungiunetchetta

et

Target Site: qty3gmig3zhs7whorladynvmndppmnSrgcuvsligz7xléxnxdxtpbzad.onion

L

o

o

Vol

S
TRERas

i%.
Aeos
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CVE-2021-22893 | buy $30000+

Cybercrime prevention

LA Hi. Is anyone able to sell PoC for pulse vpn CVE-2021-22893
my budget is $25000+

write me if you sell

penilext
floppy-auck
Peruct a:  02.05.2021
8 f L)Kanoba
userpASS) Fortinet SSL VPN FULL 50k INTRANET login New R e
by pegg443 - May 09, 2021 at 10:36 PM
Kynnto rotosbii akcnnout CVE-2021-22893
f 6ropxer 100x$
: 2 C rapaHTamu AaHHoro chopyma unu coceaHero 6opaa
Pages (19): 1 SenctumSempra
RAID-maccue
Monb3oearens
P 15 05.10.2020
77
13 L )Kano6a

Fortinet SSL VPN 50k link

https://anonfiles.com/L4uevfveue/FortiFU...-13379_rar
password:xRG666@d1cK#31337

Mar 2021

H#WEINNOVATE
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Is it really possible to prevent (cyber) crime? What do we have available?

INITIAL ACCESS:

Top Exploited Vulnerabilities

. DriVe'bY Compromise Similar Domains

- EXP|0" Public-Focing APP“CC'ﬁon IPs, domains, hosthames reputation
= External Remote Services Malware Hashes

= Supply Chain Compromise Awdreness

. Phishing Probes on external perimeter

Probes on internal perimeter

= Valid Accounts
= Trusted Relationship

Deep/Dark Web continuous

monitoring
=  Hardware Additions Patch management
= Replication Through Removable Physical Security

Media

H#WEINNOVATE

Conti Leak — see https://github.com/ForbiddenProgrammer/conti-pentester-quide-leak N
e Attack Tactics, Techniques, Procedures — see Mitre Att@ck project (https://attack.mitre.org/) - https://attack.mitre.org/tactics/TAO0O 1/
urf oenix


https://github.com/ForbiddenProgrammer/conti-pentester-guide-leak
https://attack.mitre.org/

GO O O O © |

b 2y i i CYBER ACT -
E ] |nfo@wuerfh-phoen|x.com ‘BER A A -
by www.wuerfh-phoenix.com amau

Thank you
Grazie Danke
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