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Dark what?
Surface Web 

Indexed content (50 billion pages). 
Can be found with traditional search engines 

and accessed with traditional browsers

Deep Web 
Unindexed content (96-99% entire internet). 

Cannot be found with traditional search engines.

§ https://www.csoonline.com/article/3249765/what-is-the-dark-web-how-to-access-it-and-what-youll-find.html
§ https://siteefy.com/how-many-websites-are-there/
§ http://netsukuku.freaknet.org/

Dark Web
Intentionally hidden content. 

Can be accessed with special software. 

1-4% of the entire internet

Networks 
friend-to-friend, Tor, Freenet, 

I2P, Riffle, Netsukuku

https://www.csoonline.com/article/3249765/what-is-the-dark-web-how-to-access-it-and-what-youll-find.html
https://siteefy.com/how-many-websites-are-there/
http://netsukuku.freaknet.org/
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How to start?

https://geti2p.net/it/

https://www.torproject.org/download/

https://freenetproject.org/pages/download.html

https://github.com/kwonalbert/<riffle
https://people.csail.mit.edu/devadas/pubs/riffle.pdf

https://geti2p.net/it/
https://www.torproject.org/download/
https://freenetproject.org/pages/download.html
https://github.com/kwonalbert/riffle
https://people.csail.mit.edu/devadas/pubs/riffle.pdf
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How to TOR network work

Image from: https://ourcodeworld.com/articles/read/953/how-to-route-all-the-machine-traffic-through-tor-in-kali-linux
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Look for sources – hidden services directories

http://zqktlwiuavvvqqt4ybvgvi7tyo4hjl5xgfuvpdf6otjiycgwqbym2qad.onion/wiki/Main_Page
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Look for sources - Twitter

§ The Twitter Dork to use is:
(hxxp:// OR http://)[.] AND url:onion
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Look for sources - Google

§ The Google Dork to use is:

(site:onion.ly |

site:onion.link| 

site:onion.cab| 

site:tor2web.org| 

site:onion.sh | 

site:tor2web.fi| 

site:onion.direct)
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Look for sources - Telegram
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Goals:
§ automate login to a 

forum
§ browse posts
§ interact with them 

(to unlock content)
§ search using keywords

Look for sources – Data Scraping
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Look for sources – Cyber Criminals Forum
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Interact with cyber criminals
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Look for sources – Recursive research

Look for records found within other sources. In this way you will be able to obtain:

§ other useful sources within which to search in the future

§ elements that will allow you to enrich the records already found

(username, email, ip, geographic coordinates, hostnames, domains...)

§ other potentially interesting things J
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Sources – how to start
deepdarkCTI project 
(https://github.com/fastfire/deepdarkCTI) 
→ over 400 sources!

git clone 
https://github.com/fastfire/deepdarkCTI.git

make a PR for a new source and join 
Telegram channel!

https://github.com/fastfire/deepdarkCTI
https://github.com/fastfire/deepdarkCTI.git
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Comparison of the web sites
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Let’s analyze the surface!
§ Activate a communication channel:

socat TCP4-LISTEN:8080,reuseaddr,fork 
SOCKS4A:127.0.0.1:qty3gmiq3zhs7whorla4ynvmndppmn5rgcuvsltgz7xl
6xnxdxtp6zqd.onion:80,socksport=9050

§ Perform a scan with nmap:
sudo docker run --rm -it milesrichardson/onion-nmap -p 80,443 
qty3gmiq3zhs7whorla4ynvmndppmn5rgcuvsltgz7xl6xnxdxtp6zqd.onion

§ Perform a scan with nikto:
nikto -h 127.0.0.1:8080

§ Perform a scan with dirb:
dirb http://127.0.0.1:8080 /usr/share/dirb/wordlists/common.txt

Target Site: qty3gmiq3zhs7whorla4ynvmndppmn5rgcuvsltgz7xl6xnxdxtp6zqd.onion
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Correlation - Favicon

§ Get the favicon.ico:
wget 127.0.0.1:8080/favicon.ico

§ Calculate md5:
md5sum favicon.ico
b2ee4b1225b189eb34a73b833f4cc0c4  favicon.ico

Target Site: qty3gmiq3zhs7whorla4ynvmndppmn5rgcuvsltgz7xl6xnxdxtp6zqd.onion
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Deanonymization - Shodan

§ The Shodan Dork to use is:
".onion" !Onion-Location
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onionscan search for 
headers, email, ip, server 

status page...

(to scan tor v3 services 
remember to fix this issue 

https://github.com/s-
rah/onionscan/issues/162)

https://github.com/s-rah/onionscan

Deanonymization - Onionscan

https://github.com/s-rah/onionscan/issues/162
https://github.com/s-rah/onionscan
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host pendulum.kzin.johnnyware.net
pendulum.kzin.johnnyware.net is an alias for 
johnnyware.net.
johnnyware.net has address 123.243.224.217
johnnyware.net mail is handled by 10 johnnyware.net.

Deanonymization – Server Status 
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Target Site: qty3gmiq3zhs7whorla4ynvmndppmn5rgcuvsltgz7xl6xnxdxtp6zqd.onion

Deanonymization – Exif Metadata
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Cybercrime prevention
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Is it really possible to prevent (cyber) crime? What do we have available?

INITIAL ACCESS:

§ Drive-by Compromise
§ Exploit Public-Facing Application
§ External Remote Services
§ Supply Chain Compromise
§ Phishing
§ Valid Accounts
§ Trusted Relationship
§ Hardware Additions
§ Replication Through Removable 

Media

Conti Leak → see https://github.com/ForbiddenProgrammer/conti-pentester-guide-leak
Attack Tactics, Techniques, Procedures → see Mitre Att@ck project (https://attack.mitre.org/) - https://attack.mitre.org/tactics/TA0001/

Top Exploited Vulnerabilities

Similar Domains

IPs, domains, hostnames reputation

Malware Hashes

Awareness

Probes on external perimeter

Probes on internal perimeter

Deep/Dark Web continuous 

monitoring

Patch management

Physical Security

https://github.com/ForbiddenProgrammer/conti-pentester-guide-leak
https://attack.mitre.org/


Thank you
Grazie Danke
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